Windows Firewall can help protect your computer from being accessed by
hackers or malicious software through a network or the Internet. For this
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reason, Agilent recommends that you do turn on Windows Firewall and allow
trusted programs such as the ones required by MassHunter GC/MS
Acquisition Software to communicate through the firewall.

Perform the following procedures to configure Windows Firewall settings that

allow Agilent MassHunter GC/MS Acquisition Software to work properly

through a firewall. The instructions in this appendix apply to Microsoft
Windows 7 Pro SP1 64-bit.

Agilent Technologies

66



Procedure for Turning Windows Firewall On

Procedure for Turning Windows Firewall On

Installation Guide

Windows Firewall is installed automatically with Windows Operating System.
However, it may or may not be turned on depending on what you selected
during Set Up Windows process after the initial power on of your brand new
computer.

It is recommended that you select Use recommended settings in Set Up
Windows (Figure 32).

@ 4 Set Up Windows

Help protect your computer and improve Windows automatically

Use recommended settings
Install important and recommended updates, help make Internet browsing safer, check

online for solutions to problems, and help Microsoft improve Windows.

@ Install important updates only

Only install security updates and other important updates for Windows.

@ Ask me later
Until you decide, your computer might be vulnerable to security threats.

Leam more about each option

When you use recommended settings or install updates only, some information is sent to
Micresoft. The information is not used to identify you or contact you. To turn off these settings
later, search for Turn off recommended setting’ in Help and Support. Read the privacy statement

Figure 32  Set Up Windows after initial PC power on

When the Use recommended settings option is selected, the default firewall
settings are:

The firewall is on.

The firewall is on for all network locations (Home or work, Public, or
Domain).

The firewall is on for all network connections.

The firewall is blocking all connections that are not on the list of allowed
programs.
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Procedure for Turning Windows Firewall On

If you choose the Ask me later option in Set Up Windows, Windows Firewall
is turned off by default.

It is recommended that Windows Firewall be turned on to protect your computer.

Installation Guide

To turn Windows Firewall on, perform the following steps:
1 Log on to your computer with administrator privileges.

2 Click on Start > Control Panel > System and Security > Windows
Firewall. If you do not see System and Security in Control Panel, you can
alternatively click Windows Firewall.

3 Ifyou get a Windows Firewall window that looks like Figure 33 on page 68,
it means that the computer is being managed by your IT department. You
will not be able to make changes to the firewall settings on your own. Please
contact your IT department for assistance before continuing.

@’\J'lﬂ“ System and Security » Windows Firswall

Control Panel H . . .
St Help protect your computer with Windows Firewall

* Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining
through Windows Firewall access to your computer through the Internet or a network.

%) Change notification settings

#) Turn Windows Firewall on or |4 These settings are being managed by vendor application Symantec Endpoint
off Protection

%) Restore defaults
) Advanced settings

Learn how you can enable Windows Firewall in your computer

. '&?J Domain networks Connected (¥)
Troubleshoot my network

. '@3 Home or work (private) networks ~ Not Connected )

See also . '&?J Public networks Mot Connected ()
Action Center
Metwork and Sharing Center

Figure 33  Windows Firewall managed by your IT department
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4 If you get a Windows Firewall window that looks like Figure 34, click Turn
Windows Firewall on or off on the left pane.

SrEre=]

Control Panel Home

Allow a program or feature
through Windows Firewall

'PSL' Change notification settings

ﬂ e Systern and Security b Windows Firewall

1# Tum Windows Firewall on or
off

%) Restore defaults
%) Advanced settings
Troubleshoot my network

See also
Action Center

Network and Sharing Center

~ [ 2| | Search Control Panei 2|

o

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access
to your computer through the Internet or a network,

How does a firewall help protect my computer?

What are network locations?

Update your Firewall settings

Windows Firewall is not using the e recommended settings
recommended settings to protect

your computer.

What are the recommended
settings?

I 'gi) Home or work (private) networks Connected ()
Networks at home or work where you know and trust the people and devices on
the network

Windows Firewall state: Off

Incoming connections: Black all connections to programs that

are not on the list of allowed programs

Active home or werk (private) networks: L;‘b Metwork

Motification state:

Notify me when Windows Firewall blocks
a new program

Qﬂ Public networks Not Connected |

Figure 34  Windows Firewall off
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Procedure for Turning Windows Firewall On

5 In the Customize Settings window (Figure 35), select the following options
for each type of network location that you use:

Turn on Windows Firewall

Notify me when Windows Firewall blocks a new program

Do not check Block all incoming connections, including those in the list of allowed pro-

grams.
=N Nl
@uv|0 < Windows Firewall » Customize Settings - | +3 | | Search Control Panel g |
Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use.
What are network locations?
Home or work (private) network location settings
" | @ Turn on Windows Firewall |
il [T Block all incoming connections, including those in the list of allowed programs
| Notify me when Windows Firewall blocks a new program
|@] () Turn off Windows Firewall (not recommended)
Public network location settings
T @ Turn on Windows Firewall
h [T Block all incoming connections, including those in the list of allowed programs
Notify me when Windows Firewall blocks a new program
|@] () Turn off Windows Firewall (not recommended)
OK I I Cancel

Figure 35 Customize Settings window
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Procedure for Turning Windows Firewall On

6 Click OK. Windows Firewall is now turned on with the recommended
settings (Figure 36 on page 71).

@@v|ﬂ < Systern and Security » Windowes Firewall - | 3 | | Search Control Panel el |
Control Panel Home . " ’ @
Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining
through Windows Firewall access to your computer through the Internet or a network.

% Change notification settings Hew does a firewall help protect my computer?

rﬁs‘ Turn Windows Firewall on or What are network locations?
off

)

I '@ Home or work (private) networks Connected A

J Restore defaults

[

| Advanced settings MNetworks at home or work where you know and trust the people and devices

Troubleshoot my network on the network

Windows Firewall state: On

Incoming connections: Block all connections to programs that
are not on the list of allowed programs

Active home or work (private) L:B Network

networks:

Netification state: MNetify me when Windows Firewall

blocks a new program

See also
Action Center I ’@' Public networks Not Connected (v)
MNetwork and Sharing Center

Figure 36 Windows Firewall on

With the Notify me when Windows Firewall blocks a new program option
selected, when you run a program that is not on the allowed list, the Windows
Security Alert window (Figure 37 on page 72) appears prompting you to allow
the blocked program through the firewall.

When you see the Windows Security Alert window, you must click Allow
access if the program shown is from a trusted publisher or source. Refer to
Table 6 on page 74 for a list of programs that need to be allowed through the
firewall in order for Agilent MassHunter Acquisition software to work

properly.

If you click Cancel in the Windows Security Alert window, the program will be blocked
from communicating through Windows Firewall and will not run.

Installation Guide
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& Windows Security Alert

@ Windows Firewall has blocked some features of this program

‘Windows Firewall has blocked some features of File Transfer Program on all public and private

networks,
Mame: ile Transfer Program
Publisher: Microsoft Corporation
Path: Ciiwindowsisyswowsdiftp.exe

Allove File Transfer Program to communicate on these networks:
Private networks, such as my home or work netwark,

[] Public netwarks, such as those in airparts and coffee shops (not recommended
because these networks often have little or no security)

‘What are the risks of allowing a program through a firewall?

|[ @F\"DW&CCESS ]l[ Cancel

Figure 37 Windows Security Alert window
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Procedure for Allowing Programs and Features Through Windows
Firewall

When Agilent MassHunter GC/MS Data Acquisition is installed on the
computer, the software and all of its required components are automatically
put on the list of allowed programs and features so the required components
can communicate through Windows Firewall.

If you are having issues communicating with GC/MS instruments through the
firewall, you should verify that the required programs listed in Table 6 on
page 74 have been properly added to the Windows Firewall Allowed list and
that the appropriate check boxes are selected for the programs under the
Name column and under the Home/Work (Private) or Public column as
shown in Figure 38 on page 75.
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Procedure for Allowing Programs and Features Through Windows Firewall

Table 6 Required Programs on Windows Firewall Allowed List

Programs

Paths

File and Printer Sharing

Unknown

File Transfer Program

C:\windows\system32\ftp.exe

File Transfer Program

C:\windows\syswow64\ftp.exe

GCDriverEvents

Unknown

httpdmsd tool

C:\GCMS\msexe\httpdmsd.exe

instrument control and calibration

C:\GCMS\msexe\msinsctl.exe

Microsoft Telnet Client

C:\Windows\system32\telnet.exe

MSD Firmware Update

C:\GCMS\firmware\5973N\msupdate.exe

MSD Firmware Update

C:\GCMS\firmware\5977N\msupdate.exe

rpcinfo tool C:\GCMS\msexe\rpcinfo.exe
scqiolib tool C:\GCMS\msexe\scgiolib.exe
scs tool C:\GCMS\msexe\scs.ex

Trivial File Transfer Protocol App

C:\Windows\system32\tftp.exe

Adding programs to Windows Firewall Allowed list

Installation Guide

If the required programs are not on the list, you will need to add them

manually.

1 In the Windows Firewall window (Figure 36 on page 71) on the left pane,
click on Allow a program or feature through Windows Firewall.

2 In the Allow Programs window (Figure 38 on page 75), if the program is

already on the Allowed programs and features list (also known as the
Exceptions list), be sure to check the box next to the program and network
location(s) you want to allow communication. You must click Change
settings first and then select the appropriate check boxes.
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Procedure for Allowing Programs and Features Through Windows Firewall

3 Once you are done selecting the program(s) on allow to communicate
through Windows Firewall, click OK.

A
uv|0 < Windows Firewall » Allowed Prograrms - | +3 | | Search Control Panel

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and poerts, click Change settings.
What are the risks of allowing a program to communicate? @Change settings
Allowed programs and features:

Mame Home/Work (Private) Public =

[J Connect to a Metwork Projector O O =
Core Networking
[ Distributed Transaction Coardinator O O |5
[ File and Printer Sharing O O
[ File Transfer Program O
GCDriverEvents
[JHemeGroup O O
[ httpdmsd tool O
instrument control and calibration O
[1iSCSI Service O O
[ Key Management Service O O
[ Media Center Extenders | [

Remove

Allow another program...

Figure 38 Allowed Programs window

4 If the program is not on the list of Allowed programs and features, you can
add it to the list by performing the following steps:

a Click Change settings and then select Allow another program in the
Allowed Programs window (Figure 38).

b In the Add a Program window (Figure 39), click Browse to open the
Browse window.
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Procedure for Allowing Programs and Features Through Windows Firewall

Add a Program

Select the program you wank ko add, or click Browse ta Find one that is not
listed, and then click K.

Programs:

e, Er

B Agilent GCMS Configuration
14 Analyze Experiments Assistant
°ATM Corfiguration

Batch Summary Report

M Check Batch Files

'ig Compound List Assistant

'g Create a Systemn Repair Disc
'ﬁ-"" Design Experiments Assistant
() Diskeeper 12
13 CrynamicMRM Assistant
=

m

Path: C\Program Files! AgilentiMassHunterwiorksts

‘what are the risks of unblocking & proagra?

*fou can choose which network location types to add this program to.

Figure 39 Add a Program window

¢ In the Browse window (Figure 40), navigate to the path where the
program you want to add is located (refer to Table 6 on page 74), then
select the program file, and click Open.

ﬂE‘.i'Dwse
( JU | I, % PROGRAMS(Cy » GCMS » firrrvare b 59730 - |#, || Search 58730 o
Organize * New folder = 0 @
A Favirites & Mame Date modified Type
B Desktop =71 rnsupdate. exe 8/20/2013 1200 PM  Application
& Downloads

%l Recent Places =

- Libraries

;:_E] Documents

J’ Pusic [
[ Pictures

B videos

" Cornputer [ L |

File narne: msupdate.exe - [Applications (*exet cam;*icd) V]

[ apen o] [ cancel |

Figure 40  Browse window
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d In the Add a Program window (Figure 41), verify that the program file
you have selected is shown in the Path field before clicking Add. Once
the program is added to the Allowed list, you should see a check mark

next to it (Figure 42).

Add 3 Program

Select the program you wark to add, or dick Browse to find one that is not
listed, and then click OK.

Programs:
B HP Support Information -
Emstallation Qualfication Tool
i tel® Control Center
[SJintel® Management and Security Status b
FInkel® Rapid Storage Technology L
E Intermet Explorer
@l 1sotope Distribution Caleulator
[m71sakope Infarmation
W Library Editar
W50 Status
Igmsupdate‘exe i

Path: [ ceamsifimwareisoranimsupdate.exe | [ Browse...

‘What are the risks of unblocking a program?

au can choase which netwark location kypes to add this program te,

[ network location types... | pdd | [ cancel |

Figure 41

Adding a program to Windows Firewall Allowed list

F=E=n==)

.
ﬁu-\ﬂ<< Windows Firewall » Allowed Programs

[ | [ Search Control Panet o

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate?

Allowed programs and features:

Name

[ File and Printer Sharing
File Transfer Program

File Transfer Program
GCDriverEvents

[ HomeGroup

hittpdmsd tool
instrument control and calibration
[0i5CS Service

[ Key Management Service
[ Media Center Extenders
msupdate exe

[ Metlogon Service

¥ Change settings

Home/Work (Private)  Public =

[ama]

Allow another program...

OO0 OO EE O
Omoo0O0oo0o®EOO00d

Figure 42

Program is added to Windows Firewall Allowed
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Procedure for Turning Windows Features On or Off

Programs such as Microsoft Telnet Client and Trivial File Transfer Protocol
(TFTP) require that you turn on Windows features from the Programs and
Features.

1 Click Start > Control Panel > Programs and Features (if Control Panel is
set to “View by: Large icons” or “View by: Small icons”).

[E=8Eew =)
@Uv\ » Cortrol Panel » &Il Control Panel reris b Programs and Features « [ 4| [ S2orch Programs and Features ol
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a pragram, select it from the list and then click Uninstall, Change, or Repair.
) Turn Windows features on or
i Organize = g= - l@l
MName ‘ Publisher Installed On Size Wersion |
B 2dobe Flash Player 12 Activel Adobe Systerns Inco..  4/28/2015 164 0B 12.0.0.70 T
Adnhe ReaderXI (11.0.11) Adobe Systerns Inco.. 5/13/2015 185 ME 11011
o Agilent GC Drivers for MassHunter Agilent Technologies  5/13/2015 241MB 205.024
Agl\entlnstaHat\on Qualification Tool A.04.01.002 Agilent Technologies  4/28/2013 126 MB 0400002
.Agi\ent MassHunter GCMS Data Acquisition Agilent Technologies  5/13/2015 HIME  BOT.02Z123
ﬁ'ﬁ\gi\ent MassHunter GCMS Translatar Agilent Technologie..  5/15/2015 262 MB BLOT.03.2127 -
<_|- [ ] 3
=+ Currently installed programs Total size: 21.5 GB
};‘ 4 42 programs installed

Figure 43  Turn Windows features on or off

2 On the left panel of Programs and Features window (Figure 43), click Turn
Windows features on or off.

3 In the Windows Features window (Figure 44 on page 79), select the feature
you want to turn on by selecting the check box next to its name. To turn off
the feature, clear the check box next to its name.

4 Click OK to exit the window.
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[74 Windows Features EI@
Turn Windows features on or off @

To turn a feature on, select its check box, To turn a feature off, clear its
check box Afilled box means that only part of the feature is turned an,

[ Microsoft Message Queue (MIMOQ) Server -
J Print and Document Services

) Windowes Gadget Platform
Windowes Process Activation Service

, Remote Differential Compression
[T] ) RIP Listener
[T] 1. sirnple Metwork Managerment Protocol (SMRP
O Simple TCPIP services (i.e, echo, daytime etc)
, Tablet PC Components £
. Telnet Client
[T 1 Telnet Server
| TFTP Client
=

Fl

[ ok |[ cance |

Figure 44  Select Windows features to turn on or off
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